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As a parc of the Reserve Bank of India's customer awareness initiatives, in July

2021 this office had published a booller 'Be(A)ware’ on the modus operandi of
hnancial fraudseers. Encouraged by dhe positive response received from members
of the pulﬂic a5 well as different institutions, we rake forward che idea of financial
education, w be more accessible w those who have just begun their journey inmo
digital inancial world and are not so well-versed with the nuances of anline hnancial
transactlons, This includes people from different ages and educarion levels such
% school children, young adults, semi-literates and senior citizens, irrespective of

whether they live in urban, rural or semi urban areas.

Continuing the "Be{Ajware” series, this bookler "Raju and the Forty Thieves® is
2 manifestation of our efforts. The bookler is an easily understandable picrorial
depiction of incidents happening around us and helps us o learn how 10 keep
hard-earned money and ourselves safe from fraudsters,

As the name sugpests, "Raju and the Forry Thieves' connains forty such stories
providing glimpses of fraudulent evenrs being reported w us and provides simple
tips abour D05 and DON'Ts. Raju is a rypical gullible citizen, and. in these
seorics, he appears in different characrers, some time as a senior citizen, some time
as 2 farmer, somerimes a5 a happy-go-lucky guy, cic., although with same curly

hair always to idenrify wirth differenc walks of lite,

Ler us make ourselves aware of such modus operandi used by fraudsters and educaze
those around us 1o be aware of such financial frauds. The rireless efforts put by the
team of RBl Ombudsman, Mumbai-IT, Maharashora and Goa, w spread fnancial
literacy by preparing such booklets dun ng covid peniod. is gra l'r_'l:llllj.-' acknowledged.

The readers are rtqur::it-:.'d tor share their feedback and SLgEestions, if my, to

bomumbailirhi.org.in.

Be Aweare and Bewars!




CHAbce o6 K1 Limboshsinn, Ml -1

INDEX
T?Jt A0 Nase N::IFI:H

| FREAUD THROUGH PHISHING LINKS I
2 VISHING CALLS 3
3 | FRAUD USING ONLINE MARKETPLACES 5
4 |CREDIT CARED ANKUAL FEE WAIVER- FAKE OFFER 7
5 | ATM CARD SKIMMING FRAUD 4
& FRAUD USING SCREEN SHARING APP/REMOTE i1

ACCESS
7 Il SWAP S5IM CLONING 13
i FRAUDS BY _CDh-H*RDMlS]H{} CREDENTIALS 15

THROUGH SEARCH ENGINES .
9 [SCAM THROUGH QR CODE SCAN 17
10 | IMPERSONATION THROUGH S0O:CIAL MEDIA 1%
1 JUICE JACKING - .‘:'fl']:'.."u.]_[rif_'} OF DATA THROUGH 11

CHARGING CABLE
12 |LOTTERY FEAUD 23
13 |ONLINE JOB FRALD 25
14 |[FAEKE ACCOUNT NUMBER 7
15 | FRAUD THROUGH EMAIL 20
16 | MESSAGE APP BAKKING FRAUD Al
17 | FRAUDULENT LOANS WITH STOLEN DOCUMENTS 33
18 |BETTING SCAM 3%
19 | FAEE VACCINATION CALL 37
20 [COVID TESTING- FAKE ONLINE SITE 34




1L Uipelsscda i, Mumnbsil =1

?ql‘: Topic Name N._-u-pif]:ﬂ
3 FRALUDSTERS ]:'.fl EHl‘ PRETEXT OF 41
RECOVERY AGENTS
22 |SOCIAL WELFARE SCHEME FRAUD 43
23 |MULTI-LEVEL MARKETING (MLM) SCAMS 4%
24 |WORK FROM HOME SCAM 47
25 |ONLINE SHOPPING FRAUD 49
26 | FREAUD USING PUBLIC WI1-FI gl
27 |FAKE ADVERTISEMENTS/OFFERS 53
28 |FAKE LOAN OFFER 5
2 |CREDIT CARD ACTIVATION FRAUD 7
30 JCREINT CARD LIMIT UPGRADATION FRAUD 59
31 |SAFE GUARDING YOUR AADHAAR CARD {31
32 |ONLINE FRAUD USING CASHBACK OFFERS %)
33 |DISCOUNT FRAUD [EN)
34 |CHARITY FRAUDS 67
35 |OVERDRAFT AGATNAT FI3 (x5
36 | FRAUTDYS USING MALICTOUS APPLICATION 7l
ILLEGAL LOAN FIMANCING APPS WITH
37 |EXORBITANT INTEREST RATES AWND HARASSMENT 73
TACTICS
38 |CARD CLONING AT MERCHANT OUTLETS 75
- FRAUD TH F".QL.'GJ'{_TJHT."L |.L»5 tan'i.l. !:U.".I? WITH e
KNOWN PERSON/FAMILY /RELATIVES
40 |PAYMENT SPOOFING APPLICATIONS, i




CHTkCe o B IH] Lmibis

1. FRAUD THROUGH PHISHING LINKS

3 : Raju clicked on the Ink, but the fnk to

s chyy, Pl recduec e update ¥YC details did ret work. Seon, he
om his phone: Deor customer, (F your K¥E getaa call
detalls ore pot Upoted within hes daes, your -

accountd will be bivcked L the below link fo
lupdiate Hhe detels ot httpuupdanek Vi XY Thank.com’

o ju: “Ob All my meeey will be blocked: |
[ need te update my KYE details”

L
5

O I D Rl [ o
. le.l:f!"‘ﬂ" “Hello Sir, 1.II am _h\ll -I:l
- calfing from X¥Z bank Are |
; wierd facing amy issues in
Lpdnmg '||'ﬂLi" ﬂ"f: dﬂmlﬂ“

Fraudster: “The website kaod might
be high; I will updote the details
marually, Flease shore yvour
uszrname, password and OTP°

De's:
o Abamys cepss-check the KYC shafus with your hame beanch or through yeir relaticaship manager when
il mﬁh‘ n:Hl;,iIrlﬂ:ir:lLi fnmunhummm rqm:;imfuupdﬂem.
g incident to the pearest Cvber Crime Police Stotion ond Maticnal Cyber Crime Reporting
Farral at htips:/foybercrime.gov.in




B ju "Oidamy, T haree fesied
wais ol the detais”

Lr

Frosdsrar “Your K
ditreds are updated
maccesstully?

After seme time, Raju received SM5S alerts on his phone stating that
Rs 50 000 was debited from his account.

ju immediately colled the other persan; but he didn't answer the calls, Raju realized
the person was a froudster and he should not have shared any personal details

with him,

x:fgg'r%mmm:mmhmmmﬂumwm-mm.mmI.f.
% D't share your confidential details with strongers.
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Fikips

2, VISHING CALLS

One day, Raju received a call,

Frewditer: *Helle Sie, T am
n:lllmg fram XVZ Bonk,*

e e e o
RBaju: “Hi, what
i# the matter?"

Frasdyier * Thit s regersig par
e iy e gy o g
axtreried, oad ymumees e poy

B RN e o ey,

S pi Tl T o™ boirvw mery |
e it SOV et U

Frasdetar. "G, ¥ ool 32 MaPdd

““P““'_'"“d"ﬂ“_f"""‘-'_'!" Frovegsitior "Ser, L on calling pou dexzy from e X7E Bank
bw fax, Bt of poudon™ nesd if, e e e core. [ hewvw ol yoor deriuilsl bl blorme, Axidress

Ewill dezztnzten ” By T T undersnond how pou Carel detadi, (B, Sompuny Hene asd Doagresos
5 actrezted she pheywithoot my
SsRaen, el mhiy shasld :
S o TN Rujis Dby, 5 el e -
hoar 03 dassinete |

Hhat paliey?

= Always crofe-check weth your relsfioghip maroger or benl brosch abaut any isee bedars frudding eyom.,
o TP dr ks Byt pour safe waolthe g dlways keep it awey Tran froudstars.

o] : the Incident to the nesrest Cyber Crime Police Station ond Motionod Syber Crine Reportisg Forbed
o :.I'.l'.l.'!ﬁ.r\.:rhl.n-luln
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btd s e b o

| Freudster °0 wil desctiarte ot anline from Fere. Plesse share the OTF |
miach yod wil reCE fow

Baje "Yeu, T got trs
OFP. It b BROL2S "

- . 4 few mingtes kiter, R recaresd o messnge olert,
Frachng T hivat cenefiabes *He- 150007~ | debled from yoer octount !

Raju immediztely visited the nearby X¥Z branch ord enguired abaut the transaction,
Raju reafized his mistake: the call wes fram a froudstes!
he should not howe believed o strenger.

Dan'te:
, DEN't feust unkmawn callers claiming Yo be speaking on behalf of banks asking for confidential
5 mmrﬁmﬂmrﬁﬁﬁmmm

 Never must sTrangers b he:ckital marld exsily, and be cautious while enswering salls from
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Fildp-

Wﬂmﬁmw_ Faers wud on
TRy a wfforing sg poy B 15,0004
o the drfa st Paja delf wry gy af fer geling oan offer.

Fraudster: "Flense share your :

i Fojis "My occount
aocount rumber.” i

nunber is 12 Jooos 7"

| Froudster: “T wil first sand
{Rs 10/- before making the final
| poyment fo verify the account,”

The froudster sent Rs10/- to Roju's account and osked for
confirmation for the final payment

Bai
AAlmye ramenbar, UPE PIM is required maly to moke o poymant and in st required fo receive any paymet?.
o+ Almays verify the mebile member in the LPT spplcation sefare mitiating & payment,

,m#ﬁumnmmqnn-mhhmmﬂwﬂnmmﬁnﬂn
i Jgew.In




UHDce of KIS Chmirctsman, Mumbsai -1

bt a s e bed o g

Then the: froudster sent a UPT request for receiving o poyment of
ks 14,530/ instend of poying Raju.

|
— Raju: Tt & asking far my FIM: |
= whiy should T -r.nr#.r'mhh?‘

Raju entered the pen immediately,

Fraudetar: "de per hark rules, 0 and iz sccount wos debifed for Bs14 950,/

the FTH reeds te be eefered

Realizing that he was cheated, Raju quickly approaches the bank branch and
registered o complaint on the same day.

* Don't share OTP or cenfidential account detalls with strangers.
X Don't enter the UPT PIN fo recetve an amount from anether person.




Uffice of B1H Ombbsis
Eitip=

N 4. CREDIT CARD ANNUAL FEE
WAIVER- FAKE OFFER

1m, Pellumn bl -1
swwas, rl. g, in

e dory, Bt eessivedd @ ol from an Ushinesn nerber

i II.J.
e
[Froudster: “Good merring, Mr Ropd

I am Bohit Eumar from your Bank
cudtorner core, We are hapery ta
imfoem youl that your credit card
aniued fee will be waived for
this yeor os you ore one of
cur most waluable customers”

I
| BajusOh |
| That's graat news " |

=

Fraudster: "Mr Raju. Ploass
confirm a few details before
I com preceed further. ¥Your
oo number i 42 TE1Z 34 )00,
ond yowr full nome is Raju
beshpaade, Fight®

The trousdsies had skeady qaitered Roju's cord dedels from
T s Mty Sarong

M'Iml“"hﬁd{:l’"mulﬂ
l:lﬂililll'l'l"lfl'ﬂl:-'-l:‘.l'm_-_

Dels:
» Be zoutioes mhie respendisg Te calls from nksown Ausbers <la ming Ta De from peur Bank
» Repart in your Hongbrnch innedobel on reslinng the $raud
= Blazk peur card To prevent Fuetkir finscal s

“ Rigpurt The ¢ ident Te The seoresr Syler Ceime Pulie Staron ard Mot dyzer Crise Repating Poclal 21

hetpa! ffevbercrine gev in




hifice od KI5 Chmbadsman, B wmibsai <11

bt o s e b o

Roju reasoned that since. the cofer creozy snes his card defoils, the call most be
genling He shared the OTF with the frouditer immediataly.

Fronehiti] " Thank you, Br B, Yar
 orweanl F |5 woived ofd Hiese 2 great dod

Tha collwes disoaanested . Soon, Haj
|ﬂ£‘ﬁ5‘mmmruﬁm bnju mmedately coled the freudster, bt ki phone was
debited from his credif cord accoand. wattched off

TAF ATl Tog AT

Fangeie Ta SALL

ST HERTNEE

—~ feraE CaLE LATER

Reiji renlized the person was o froudstes, and he sheuld net haee grared
the CTP wiith him




N 5. ATM CARD SKIMMING FRAUD

Rajiireoees v maaTiy sidary In WS Scoaant, Fig viarzae A7 S
i it oy For il aohPhiy Srperati 2 w'ﬂ”mnrfﬂ;md:mﬂl

o accorat, B 00O 15 debed From o acomai |

Raj: “This S8 ix abaet a
" Eprancticy with ey ATM card. B
E it e i sl omo toiey.”

k! trenso: tien, popo®”

Doughter: “What was your J

Riaju: "I bod withdrosm
erily REIDOC0 toiay.”
_'-| -

D-m:I;h'rLr: “Let me first bhock your AT cord, g
| Wz con easily block it threugh your Mobile

Banling Ay T

Coughter: We will alse request I";-jh?'
yiaur bonk 10 black your bank i Tae!
Ac;odnt "‘;t ;

Daugter: Ao, did pou shereany L
of your bank or ATM card detoils  — =
with amyene? Or did you share
e O

o

llf-lrl ipitiat m-mrrlmlnm ATH machines. ensurn thot s desices are sot nt.
o el g o el s ik T e
'lhfrluihﬁ.l.h:hk -HI-E deys of -:q-\d-:l-unng oidart Chech peur trangaction higtary frecuesily

refsaefinng
- I.l |h|.|'n-:|ﬂtr|| 1o The nearest Cyber Crme Palice Statien ovd Matkeal Syber Crime Bepoeting Fortsl ad
ﬁﬁrmmgmm
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bt sz

RFaju: “ho, Beta! I did rot shore
any deteds with amyene.”

r

i
| /| Doughter: “We must go to the ATM
| where you withdrew the marey.”

Bath of them oo To the ATM.

||!| Daughter: “Leak ot this, Papal
H There i3 a skimmirg device near
the card insert slot”
Pl

[ -Eljl..l.-'li'lﬁﬂ.f 15 this
skimimirg dewice® And
how da v Fecegnize

that?”

Bt ddbecti card ranbend which are
Thven Fepliconed @0 camTerfer pands
wisin] For logdl ATAY treth Tl ™

esed fo target seniar citizens/semd-educated persors wha have difficulty

% Dox't give ysur ATM card 1o anyase an the ATM peemises to trarsoct on your behalf. This kind of sacial
s :;; rgiclhing . )
~ eperating ATMs.
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6. FRAUD USING SCREEN SHARING
APP/REMOTE ACCESS

Froudgtert el Sirl Food Merning.
I am calling from ABC Gaming
Corporation. We are delighted fo
nffar veu & cagh reward far ploying
ani online game”

Fromdster: *5r, I om on emplapee of the compary which mekes
sfiline games, and thes suhln-ﬂ:&maffﬂ;m—gﬂu‘t
have devalepit, W heed fesdback from uierd bifore
lmunching the gome to the public. So.we are nvising
gassars T demnlood this opp, phey somes sl ghve oa feedbark
Far improvement. Ve vall be giving you B B0.000 -
for this®

|| | e T e s pesstully deweinaded |
Riris " Wowd 1 tha mpm What ghouki T-op nesi™™
wll gzl o cuh
Femard 157 Pl || | Frouditer: "5 yos wll soea
¥t goee, Frooms. el far loggg Rea tho agp,
Pl dhore: o wilh i

-:hr:: 'r"‘.Hnl i
owniced the agg. 'fou "
i feg 18 wiTh T | Eajie “ATes? Codad Dn
L T AR e | Him kb an 07 for 1
firoscial fronachoms™

Verify the outherticity of the offer on the of ficiol weasite of fhe eetity concerned.

Lrafoll antivires/spom blocking sef tware on your mobibe prone

Report The incident te The hesrest Spbser Srime Pabice Station and Matiosal Opber Crime Reporting Porial
af hitpicSfoyberarime.ge.in
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Fraudster- "0h mo! How cos it b, Sr? ¥ou haven t shared your oocountoand
Setails mith us. This is just on entry code for the -:p-r.nm gu.rn:

Rajul "0, that's right
| i o thae enfry code”

mxiuibed the girean-sharing opp in
ﬂ'ﬂ'rﬂhhﬂdpﬁddﬂtﬂﬁhﬂﬂ'ﬂ =T
*unmmhnm-nhbuﬂmhshnm

Frouditer: "Sirl e would be

e ast]
hll:ﬁlg*l":rgm-l'ﬁpn‘lm
BT bef et
Shat please poy Be Kl
PHic déceint
P35 shepuch met banking
acirate B otcami
Fleroe ool i e dene ™

Rab thirking that i1 was jest o mether of B K- tronslerred
this aumesant Hhroush Bet Bondang, Sean ha receaed dekrt
meszazes of Bx I5000 K 20000 ona B 40000,

¥

: aajue “Ch my Godl Hom |
—— el bhis heppent T
e, e mot shared oy OTF|

=
RS
_Sesen S Comre

— ﬂ‘.#_u-..r
r:.-mf Rl

fc., HB:

oe0
jimpurd T 1

Once the goreen-sharmng application was wdtalled, the fFroudster hod acoess
te the et bonking passwonrd enferéd by Roju for making the payment {of Rz 10

t 3 mwwmmmwmmm Email & instént massaging opplicatiing,
x ‘Dort dowrlood screer-thoring applications shored by any unknown persons,
hﬂmmmwrmqﬁmmﬁ“wm-ﬁmm




Fraudster: "Hello Sir,

I am calling from ABC telzcom compamy. |
We are offering you a SIM card upgrade |
for better internet connectivity
and mgre data”

__Pajw “Ahat sheeld I
da Yol
thin basa iy

wiih i it detols

bo's:

instead of believing unknown collers,

o Werify the stotus of the STM card with your Telecem Service Provides when in doub®

« Report the intident o the nearest Oyber Crime Police Staticn and National Oybes Crime
Reporting Porfal of hiftps:/feybererime gav.in
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bt d sz

Bag shares the detals with the oaller,

Baju: "What hos happened
o my mokbilel There o ng
retwork, and I am not able
to mokoe calls,

send messages, ete”

' . o N

il o it raites whies R jo redevind els dhewing S ddans frome s bank

et charhed bis bk ok Hemotioed Hest seres s fhor e

debill s mrade from hid account for, wheth ne S8 woe rootved o1 bl negalered
e bt DT i Thee ST i CoFproRased To maaer Tunds saey onle, ernc

]

Do sha confidantiel detfe e Aadhao rumbercad ST nubar ith i cders
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. 8. FRAUDS BY COMPROMISING CREDENTIALS
THROUGH S5EARCH ENGINES

By 5 Foac o wotcing cricket, ond e wes vory estibed ohart Hhe upoomiag crcker maich Bet o6 Soon as be opened The
Sporss App, he reoksed e s sobmoription hod asgied

Raju thinks: “What is the big deall
_The Internet has all the solutions.”
g

Thirking this, he maarched ) 1o ] ; A e e
MMIW-’“:?’TMH:EEI Raju .Ik;ﬁw r

Do'st
. Alwoys cbtain the contact defails/ cestomer service number, etc. from the official website
of the service provider anly,

the inc | Ao i I ] I
wamﬂm};‘Emﬁm nﬁrhktmmm Cyber Crime
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Froudster: "You will get the payment link
on your phone now. Please click and make

the payment.”

.thu-":l"as.ig-:ﬂ‘rhﬁ:
— paymenit lirk. T will
| pay the amount now.” |

clicnt

*u}urmvudmmmmh-ﬂ.ﬂ}ﬂm
dehited from B aosount,

Ban't centact ' from web search. : ;
“hdmﬁmﬁﬁ&wﬁwnw' m web search engines. especially
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N 9. SCAM THROUGH QR CODE SCAN

B ju regertered i old car on on enbne weliete 1o sell it

Froudster: i, I sow your cor
odvertisement on the platform,
L raally liked it, and T am inferestedy

in buying your cor”

By ThT s greart T gasss you v
Perer———Ty 1y chunrk e o Befase Sming 7" .
;.'llr-nrl.il-il.-w:l-ui'

ookt Tam Dipng Froudoier: “Sure we et fo
i ném oar seTam | Fpact the oar. bt halane than
J - erllng Shig ona, B [ el send youn boken amasr® e
Frausrier. b Deri b sy o' rceriEra the 22 £ St ers ro base the affar® |
abgal the price. [ on s proe

ey prrsaned o 1w
aberit 1o et e o meath, |
T Moy i B Py i o
EF. el 8 i inpeing
& buying this cre oy

i H
Educate yourself about QR codes before using them.

v
« Report the transoction immediotely ta your hank,
w B the incident o the nearest Cyber Crime Police Station and Mational Cyber Crime

I!:];:*ﬁng'!'ml at https:/foybercrime.gov.in




- | retewes £ ol i Fronsliies af fer
Bajus "Dy, T wlll serd vos my oot dedolly. Feose send g fokea oyl e l||:| mﬁm
svourt of Re HUOEL- e meal S deal You con sesd The oot by -
—— — “FT"_TFSI,. C1 ! Fraatoier: "Heble, & oadad yee sarber

1 s b tryieg B trorehes Hae

o T arwenk for e ke 10 mieaier, tan
i e Emisnalie fo oo s Therefore, Twil
“"_.". - b sereing yoo o8 oade Throagh
Frinaisias | o . Plsass soon e GR oo 13 That
°[ gty detuils. '-.__t.*-"' T ean imsc e Far rsourd J‘.l‘ ]

Tl tromefer tae ' ' - 5 1

. g y Chary, b ol | =N

DT P, Thaat woi™ \__ =" .qulul.kh-::dt : e ( ,
—1 . -

R cons the QR code ond receves o pop-up request for  UPTFIH.

T herwie el T2 R Comihe.
Bt i g kg o ey LFT
P fp proceed furtber”

Froudater: " That & ssfrect;
you st e o FTH
T PROERa Thie maony”

mummmmmlﬁmM.ﬁsmwmmmumhtnmj.mmsu&mqﬂum
H pankciond, w3 b Sried enlling the freasirier, b by phass sap retohad off by faes

= I,ﬂ:ﬂr' FI” ..r.
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S/ 10, IMPERSONATION THROUGH SOCIAL MEDIA

!E'.r'i.'d"l.rn: “Popa, T bought this for vou wr'lhrn:r'fi.re.-lm!nr-,rE

.-'..‘:rand—n-e-m\:rr'ﬂ'm" |

f Bt " Thark you, beta
Burt L irzally don't imow hive
To w11

Erighnas " will tanch po o
use infernet applications.”

Soon @y 5e8 ecterivind foumieg ss0al madir he sorted poshng riond. Ror eessaged i on sacdl medo
e, bl postes, sesding Peand e emts and metnages -un:lﬂg e traciins emagesty, Baju e vl iy

-3
i mwm Pdn-ﬁ the shoeed aocuunt defolks.

;E‘
g g

- Ulriﬁr h-"r calling/meeting the recl person befarz mizking a F.l'i,r-ln"r.
« Always check the accomnt detalls before making ary payment,
¥ Repert the incident fo the nearest Cyber Crame Police Station and Mational Cyber Crime

H:Eurﬂlq Portal at Wﬂfftyﬁn'm.w.in
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Alfer o few deys, P met Brju in perse -

Raju! "Upon your request on Socid media Ramu: “But T never asked
for the medical emergency. T had for help nor received
trorsferred Re 10000 to o ” vy money from pou®

Rﬂ_]u *Thinking the

irequest on socied medi
wes qenuine, I have

v transferred Rs 10000
Toa froudster

(Dh, T om duped’)”

qﬁ . p yo personal information i mobile sumber, enai i and frien st opar o
S ot aceupA T RoiGbth Tolow eomve st TFam usplo YO8 MR SVem ot it
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R p= '-.'|'.'.-..r|1....|':.,l.| ]

N an e 11. JUICE JACKING —STEALING OF DATA
THROUGH CHARGING CABLE
bwaed e heerew dlue te o medical emesgescy
realizes that his phane battery is fow.

- Rajus *Oh nol My battery got dramed, |
and T dan't have o charger "

A Trasdster irnelis e chorging oatle with a wires and leaees i o1 The
ERIFEn] poevt 0 puble ghoce. Rajumoting Tre changeng podTh wirs ths
cobiie ol &gk the frasdstes i he ody use it

il | o

be's

« Install arti-virug software on your mobile phene to protect it from unouthorized access.
« Report The incident To The nedrest Cyber Srime Police Station and Mational Cyber crime
Reparting Portal of https:/foybercrime.goy.in
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betd s r b o

While charging. the charging cabile injzcts the vieus into
Rajus mebile,

B Duriag The nest few dars, The froedrer copfured o detals One. day, Rau receives SMSs/emais indicatieg
erflorend Loy Fija o b rwd e dind’ gt badd off w71l bonk etk ke mmﬂgnmmrqsm_
e (e 7L e e e ey

=




Ufifice of B1E Ombbusks

Froudster: "HI... Trn Pankaj calling
from ABC. Congrofulations on wirming|
4 the ABC jockpot of Rupess 10 Lakh, |
* L hawe fent you the ;m‘:ll.Pﬂ dlietails,
s Wou may contact the numbser
mertioned thesain to clam the prize.:

Excited, Raju called the number in the jackpot message which teatured a foke
audio of a Superstar congratulating him on the prize.
He caontacted the gwen numbie,

Rajui "Hi, this is Raju.

I was asied o confact you for
clumirg the ABS Jackpot,
Haw shall T chaim my jackpat®”

Fircnheter: “Congrrl s Sl You muss oy o deleny
fee of B 10C0 7o bz ehgibit 32 recebve the priee Sk-calle i
T iy arad O OCOBERE Seriwls 02 wour MEEagE AP 1T b, pid Fhaa mrscuatand seat
bar Roase po The avvunt imssensky ot col me e | | 2050 SN R R

Fruisadtii: "B roabnal R jal
e b ol o Tew maore
BTEpRE o Dampla 18 Galand pow |
DET Thi o kpor &f Rapess
10 Ik, Foa #il v To pey B
i in i 51 By 25000
Cigim the prize oot "

bo's:

< Werify the messoge received from unkrows runbers befare trusting thes of membe-s of any
CEmpaRy & mansgement feam,

< Miwoys verify lottery of fers with official websites of such eveets.

o Report the incilent te the neoreet Cybar Crime Pelice Statisn ond Motioned Cyber Crime Repariing
FPartal at https:/feybercrime gov in




e o HESL Chom bead s enaan, Pl oom Bai =11
bt o s r b o g

Feuju warts For fhes jnckpod for the neat fem doya uf receves
ro turther ipdates.

{

| Proudster: ~ Thonk e, Sl
8 vl mecpase pE e it |
| T carp
|

~Later, ke realizes that he was cheated,

Dior'ts:

® Do net moke payments without verificotion, ﬂﬁ:’l@ﬁf'@-rhm




CHthce o B I Lmk

Cirmy iy, ha gor o cafl from o frosdeter, imporsencting o perEm
frem XYE Comary.

[tmassmsEssssEssssssssssEEEss=snE=— -

. Frouditer. "An T talurg to B Bapd®

Dio's:

~ Yerify the authanticity of the campany orf recrultment agencies befare
Paying ary money, Recruitment agencies generally do not charge
condidates for hiring them.

«~ Report the incident to the nearest Cyber Crime Police Station and
Mational Eyber Erime Reporting Portal at https:/feyberorime gow.in
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bt a sz

Froudster “Herking. Yy need T pay o one-fime ragetration fee of
B %0000 il 4 Soouny depoat For the of faoe bapton. Bnce i#sdd
warh frombene job, v well courie? you She laghap”

= —

T S m——

Elrient wiith o Rajujpays e 500K0 re the designafed aconet.

Froudibor "Thark vou, S, YW s E serd Wi josreng nbrer
arsi kpfop topsar ncsre in -4 doyl "

B T hawe posdl the
wrurthy dapaad
Aeane shask

\H'-

[::qﬂl-hﬁrgﬁr"ddrﬂ_ﬁilpddlﬂrnmwﬂqw He Bl cofieag on The rusdoer, bt P rrursbit - wosl ol e Pehad off
e sesrvhind Hae cormpiey o silpe bul Sz nar find vyt Bag dsesmualy rel oo thil b s defsusded ol B8 heed - eorsdd reases.

Daon'ts:
¢ Don't pay anyone under the pﬂ\mrrqf a job. A legitimate company will never ask for
payment from a patential candidate for o job offer.
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N 14. FAKE ACOCOUNT NUMBER

Roju was planning te buy a family insurance palicy for himself and his femily. On hig way
back hame frem the office, he saw o small stall in the name of ABC Tnsurance company.

‘Whart e mhe aptians

T

| Rapr “Hkin T oo plansdeg
! o bewy or neroees maboy
Tor v P by ™

i Sales oot “Sir, v hass
1 Lk [ P ighell i

T W R shgrtes riig parlet
b i il pleces eipecid by Toe

e T T T

Szl it TS, T e
ik 0 o Faird by b 1R

| smAL R plon in whickyay

' | =lget I sk o feor

S PR T W B R - | o proserns of BelO0©

|
B g Tt | o mnwmn v gm0 s oy b s e I
e

R e P i b s s squnenh i e Lo Bnee T
Wl P W Wy S il i e Pl e i B ez
A oo v W oov 8 b P D00

bDie's

« (Cress-check an orgonizotion’s credentials on a known datobase 1o see if they are genuine

« Always opproach registered offices for availing products.

« Findz are fransferred solely bosed on account number

o Froudsters moy give a geruine company name but give their ewn aceount number,
always verify the occount number with the compony before making a payment.

« Report the incident to the nearest Cyber Crime Police Statien and MNational Cyber
Crime Reporting Portal ot https:/Yoybercrime.gov.in
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bt sz

S "y, That'mgreat. [ will poy yee nght now
I i pay Threegh Hae poryrseat apfion o0 yous s, fght™

| Zcbed ogent: "o S Thes o a et~ e epecial affe
Sop rwsed o feoes e The st 36 1his noceind
Aomuet Mospar-12 32318511
Az flare AL Imumnes Compasyp
(ot gt wnl | glellspr the pod sy
anpgrente T ol Bams 1 ENEn EFE

s aracdt Thaoms: psi ™

The next doy Fnju noticed that the outiet wos
m&:ﬂjﬂﬁwlﬂm.hﬁdm

VeI
Raju called the ABC msurance company,

|
| Bapr Ty Tk Sromeorresd

“elkn et heiren ey msh ket Ales, we hiied o Speeiti funesdnn
oprtion on ger céffinel weheite, Wi do mef ormiector oy oS ber
mack of {rarofer Lovka Pk you hove ibeen duped

BT

X._Do not pay anybody without verifying the authentiity of the compary.
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N 15. FRAUD THROUGH EMAIL

B e Tl (s ket wi it i e e | I . doy krter, i ja eolind Harmesh 1o crquirs ciet ey bl
#° SE Ll BT b

,1...,'.-_":-' TF'_"’_"'_if L

Rzresr: “Fglio Baju Tam fing Sow are woe?
Yrarve coliesd ma after oovery bong Hime ®

Do's:
~ Verify with the person concerned before making any poyment besed
an the email received
Verify the email ID.
Repart the incident to the nearest Cyber Crime Police Station and
National Cyber Crime Reporting Partal at https://eybercrimegov.in

L4
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betd s e b o

I&_ | Fgel "Wt 7 fim i bl o ey Ao Py
- xk = L hremrferred e morey. Do jw mtheal™

| Batwmiah " T A5l vl e
o M o g 3 GET ey
| ooy fran pac’

|Er.|‘-|| “Rart it herd Hhe reree Cempsh Hobre ana Rezrgnsh. "Ny ereal i Barsnch oksrosfgeal cam
ui eraid Th Roresgh tenlgea ) oor " el aag TPalmi) pi bp Ui o $omw bird podieg v,

(R wees v sRac kot e knowieg thes Hisoct of indeess mode him oot o o froossher due 1m bis negigenoe.
Hi: shpubd s i feed e el T )

e
% Don't make payments on receiving requests from random emails or
ﬂi‘-mh*r}mhrgmuil ids.




CHikce o B I Umibisis

— 16. MESSAGFE APP BANKING FRAUD

One day, Raju recewed a call fram an unknawn mmiﬂ‘

| Frauceass “Hels Sir I o ool bag from, the cosramar core cemtna ot YT Genk YW are laancrieg e s
R pracls T, Masmga A, [F 1o banking fachtyp thart grorddes T9° T onkang mryies saniy -
Shrigegn i Ma i Y s wn B alsn rsceres d i b empnber when yoi use H for the firit bee

Plezse confem b ke (=== s UF i the Tobrle e regaterea w kb Mamsgedpn ©
e T — .

“—\_\_q:\_'\-\._\_b--.

B i azern his M e g el el a e b meeassge Frore
& EETn Wik TRE pERTe AT 30T Rk o A el T e sl
e by ks Sagfisd oef 10§ Fhohal

B " Wiowd Thart 8 pima B

e Theiw ra
MEEELEADD Yo "
o

o <

.

Frapgies inwy e
Wit have alecody serd
ST LT MRS !
i Mg A . Flasas chork " |

Fromabetgr: "Ploass onter the detadd of pae diliat ool Ton® mesrll st
Wi do gl kewe o share the detas with me bl enter 0 oy an The efffeial
Memroe A py e

Do'a:
+ Be coutious while responding to calls from unknown numbers szeking
aur accownt details,
« Report to your home branch immedintely an realizing the fraud.
Block your account To prevent further financial foss,
- annr"r +he incident to the nearest Cvber Crime Palice Statien
and Mational Cyber Erime Reparting Portal ot https:/ /oybercrime.gov.in




» Frogeier: “frem Sor Pleome wen fa- 2 nenries |
[l ipalore pouie pleteiks |

Wi Wil mescewe ae OTF Toragtiagting The
Arrooedaq Rasdens festere +, S

Flease dhare the OTF." -

B "X b tha JTF
Witaw il T gt thee Gf 19

Froudirier: “four Mesiogripe. baning hesi been et
e pid il sl e o g et hn Tee dape”

e

Don'ts:
% Don't trust unknown callers offering easy banking services and sending

texts through Messaging Apps.
X fon't share card details and OTP.
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N 17. FRAUDULENT LOANS WITH
STOLEN DOCUMENTS

Doym illE vp Sesern® formi o the intdrme® o v bag ol o perionn] oo
L
B TeLionne Lo b
5 Lopnl Folt
e
. LRI
JEMIE s e
HER g
i-IH_ﬂ.E"f ' Jl.'l.ﬂl:'.'l-.'.'l L
o
] —y —
oM TRET

Fropdinee el S [ o Bore s Trom Y sgeiy
‘e zre pronicieg pericnn beasi of on lerwf rele ol
T perolnl Pa G

Du's:

o Alwoys monitor the end-use of the documents in the tronsections,

«f Report the incident fo the nearest Cyber Crime Police Station and National Cyber Crime
Reporting Portal of https:/ Y oybersrime.gov.in
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R ju AT 0w, R recefas € eere informong b
R 3000000 1 duse Ter The lean

Shasckad, i oot rha bk to iform b Tt b ol mas ek
oy logn Bast thi besh shees e ben smeboanion Tosm filed by e

back ar cheques with unknown persons.

4 mmﬂmww contfidestiol mmmmwm PAN number, chegue
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N 18. BETTING SCAM

Raiu was excited for the Raju searches for JEL betting groups
an the internet,

latest season of JEL erickef.

The new JEL cricket
SEnSah IS here.

Thers are many staries
of exagy money through
betting:

L LT By 11

Welcame, Mr Raju,

Weore u
eRgUIr .,bﬂ “L want o place 0
the betting. bet for this

Hew iy I hel|.'- =

Frouzster: "Ficet, you ried 1o reqigter on XYL Beiting.com
and as & welcome gift vou will receive ks 5000 B8
angaur first rechorge of misdmum Be 5000 "

Da'si
« In cage scammed by a fake app/website, one should immediately call hiz/har
bank fo biock the carddoccount/UPT service to prevert furfher transactions.
« Report the incident to the nearest Cyber Crime Police Stationand Maticral
Cyber Crime Reparting Portal of https//eybarerima gavin




K O b iman, Muosmbsal =11

irtais The fshy
nd gets mmd then this {5 a eng'up:wr
by merely loaking ot the h-:ll'm: screan

\

Raju: ' ms'rullzd the &
pwd s 5000 of ingtructed

l'jhmwnll I recelve the additicnal

cradit in my wallet?

=<7 Froudster ™o wil receive
the credt by tomcerom,”

"It seems (e suspicious
but i will wanit il MmarTeng i

Hawever, Rajugot duped and revar
heard from the Troudster ogon

¥ One sheuld not make payments on unknown websites,
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N 19. FAKE VACCINATION CALL

One day, Paju recenved o call from

an enknown number.

“T wm calling from the Local health Sentre § " Okay. But we con do

it through the

We ore calfing to provide the vaccinatan FOWIN -"FP‘JF"['. r'lghT'-"

“Yes Sir, but the home waccirmtion Tacility

i “Mo Sir, it iz § f i
iz mal available on The App. o Sir, it is frees of coz

I il versfy your addrees
and you will get registered
for the vaccing,

Plecge tell me your Aadhoor

PAK cord detipil” iy

Are there any
gt ra charges?

Dos:
« Read the entire SMS To read The purpose of OTF.

« Report the incident to the nearest Cyber Crime Palice Station
and Mational Cyber Crime Reporting Portal at https://cybercrime gov.in,
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wuorbd o i

betd s ien

Wy Acdhar ramber is 1234455,
ard my PARN cord Bumber is adf1234.°

.-"JI’ThE'h you, Sir. Plecde worl
I am registering your Aodhar ond PAR card
wau will o get a ru:uﬂl-:n on QTF code

Please share that.”

{ﬂ::uu reteived ai
EMS- your werificotion code'is 1234}

“Thank vou, Sir. ¥ou hove successiully
regictered far the vaccine,

ond you will gert o confirmotion soon.
Flease shore the code when our heatth

ofticinls wisit to vaccinate you”

The coll got disconnes ted.
Aftercome time, Baoju.gat an SMS

The froudeter tricked Rnju info dharing hiz FAR miriber

ond: OTP for toking a lean of Rs-50,000

of behalf of H.:I,ju,'l'nkingp.in-p.rlbu;r_d (e 4! Hl!:_l,LI'!'
Par numbsr makes kaju li
lean to K¥Z Company.

PAN cord-based OTP
and PAb cards from

obleTo back the
e )
r-;ﬁ"dmrlil:.'-' ﬁ
el s sy
T o o
o ¥ iy oo
o “‘T:p 'i:'m':'-"t"'I
au- ==
(L7
o

* Den't share your Acdhaar, PAN tord details ard CTP with strangers.
i# usad for varioud Finoniceal hnﬁuiﬁw
sccounts Tharafana, it is axtramely important T provact your clent

withdrawal from bank
vt detaile ke Aadhasr
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20. COVID TESTING- FAKE ONLINE SITE

Raju wonted to do the Covid-19 test at hoine. He searched on the internet for
diagnostic centres that provide home testing faciities.

“Heila, I want fo book
a Cavid-19 fe1"

“T# wil| cag® R 1000 phus home
collection chorge of Bs 100,
Alsa, you must poy Rs S50

in advance far pra-beals

T wil whore the payment link
for pre-boakirg with pou”

“Welierme o ABC Diogrestics,

AR Lame, Mursbal
Makarashira.
IWhat wall Be The cagt
far the test?”

Az it wos urgent for Rou fo gt fested. he ogreed
to pay the cdvonce amowrt.Hie paid The seid omount

Lising his debit cardd on ths knk provided

bo's:

« Always book any kind of test through registered pathology loboratories anly,
* Report the incadent To the nearest Cyber Crime Police Station and
Mational Cyber Crime Reporting Portal at https://cybercrime gov.in,
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Raju got tensed, and he searched
the helpline number on the

ABC Dingnostics site but

couldn't find it,

x mManmmuﬁmwumMﬂm If anybody asks
for on ndvance payment it & o matter of coution
and one should go ahead with 1hm1'mmctw with rﬂpi.'artzprmu’hm
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— 21. FRAUDSTERS IN THE PRETEXT OF
RECOVERY AGENTS

—

o T

Frawdster: "I am recovery agent fraom
¥¥Z Bank. It is seen that you hove
defoulted repayment of loan dues, I am
here to of ficially seize your wehiche

R ju hod bowght a motarcycle using 4
vehiche loon ovailed from XY E Bank,
However, Raju last his job and was
struggling to repay the loon EMIs.
One day o fraudster disgueded ag
recovery agent of X¥E Bank
approached Raju at his residence.

R e ——— — - = —

il “Mo Ma, This iz bank's procedure, Yo
have around Bs 20000 dues. You wll

have to pay ot least Rs 5000/ - now or
I will have o teke the vehicle.®

Raju: "Oh no, Please don't seize my
vehicle, T have missed lost few EMIs

]
a5 I had lost my job. I have got o new ia ! ;.\:}

_|a!:- offer at hand ard T proimide
te repay from rext manth,”

Do's

o Alwres ersure identif icotion of Secovery Agerts before making ory poyment #
commitment, Check whether agert carries a copy of the recovery notice ard the

authorimation letter from the bork along with the idendity cord 15sued fo kim by the bank

ar the pgengy firm. ¥ou can cisa cross sery with The home branch over phone
- Report the mcidence 1o the mearest Police Sfation ond your home bronch.
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vorhd o il

Frouduter collects money:

* Oy, I will pay Rz, 5000/

I
T ¥

|
now ard remaining in nex! ew manths

"Dksir Laom dalrg tis 05 4 special
fovour. You can collect the receipl
mnd perding dues position directly

from the bank brorck®

After few doys onother recovery
agent epprocches Bajy at his resrdence:

"How come? I have alraady
paid R B0 few doys
before fo your egest®

Dor't's

X Mever moke any cosh payments to bank/ recevary & without proper
mmﬂmnm ol

TErond EVEnirg Ser I om Rawi Recowesy A
from XYL Bork. Pleate sex thid recoversy
rotice issued by bank stating that you heve
missed your st thees EMIs ard bark
may go forward with seizure of sehicle
Yau Mgy &ther pay directly at The bank ar
hand over fo me apairst receipt”

*That 11 rat possible sir T am
thie aythoresed agent for X¥E bark in flas
aren Plesse see my 10 Cord ard The
guthorizotion letter from the bonk far
recaverieg toes. Did wou see kig ID? Do
vyl have omy proot of making poyment »*

I trusted him blinghy?!"
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Eitipsuiomas. rivd.org.in

II. ....‘. "'"‘& ; 1
i 22. SOCIAL WELFARE SCHEME FRAUD
*I am calling from the agricufture
e ﬁmﬂﬁ:ﬂfﬁ;ﬂ’rm department ':'Er secount :IETn-I:.' Thn-n: not

been updated Tor the KISAMN scheme,

R hence your subsidy funds around 12000
ﬁ

Rupees are |ying ursed with us,”

Call

899898989599

"What should T da to

nckite: The secou? “¥ou can wisit The webonfe ond update
T L OURT

o wour onn, or glee, T will update %14
¥l provide me yeur defals

Dios

w  Verify the details of ony geverrment scheme from your Sram Panchayal or
Tehmidgr ef fice before making chﬂ'rﬂ-lﬂ‘f for getting rhe subsichy

" Bepert the incident fo the rearest Cyber Crime Police Station ond katicml
Cyber Crime Reporting Partal ot Witps://cybercrime gowin
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“Plesse update it “Kindly provide your benk ocoount and
tram your Side.” gebit card detals”

Baju provides the detods of hig bank account, debit eord
ard shores the OTP to the frosdster

ALy - A few miputes loter, Bou received an 55
hanks ¢ lot from The bark asvirg Re 28 000/-
wis debired From hig ek geeaunt

Iil.u]u wizs Chegted wrdder the prefext of
regldtering for o 2ocial welfore tchame

be'ts

mlever beliewe 1m zuch sfores of ing submiches aver calle

The ebgible bareficiory dota is a avalmble mith vhe State Soverrment.

The gove will prowide vouwith the benefits aftes you register yourself ot Jan Sewn
kendro of your Tehsilcor office in your district er gram panchayot,

Meaver share pour ST with aryone.

K ERKEKR
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= 23 MULTT-LEVEL MARKETING (MLM) SCAMS

Raju's friend Krishne visited him to
explan obeit o scheme with good
éapning poterntial,

“Hi Bxjud I came ocross a
fantastic opportfuraiy To make
money with minimal
time and irvestrment ©

"I5it# Sounds exciting!! "W musT buy XY Z comparry

Fal me more about i1, L products for R 20000, aind wou will ger
ward to kpow everythirg ® o modile phore of Bs 100007 for free
AF e wau enral thees more pEafbE,

will get o commussion of Rs 3 000
per persan as yeu being mare ond more
pecple under The scheme.”

DoE
wf Shoy away HFom Sedpie +JTH'4:| To.pEE yeu inth Fhase kindy of soemel
o Werify the outherticy of the Malri Lesal Morkering st Sama of the network marketing
schemes, bee Pard) scheme Pyromid scheme 1L, ore (legal in Ingio under the Deect Seibrg
mpckpines, 20k6 and the Peime Chite and Maney Crtulnhor Scheses (Ransirg) Asr. [9T8

o' Poirtely say na, pvee F the propossr of siach o schane W yoar friend o celsten
wf Beport the ircident 1o tee peorert Cpber Crime Police Stathaor orc

Matenal Opber Crime Reparting forial of hiteoiberor mie o in
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erwa,rhd o

"This is a fantastic way To
make money. I don't hove 1o work

me will be working ar my behalf
and I will gef commission
an sales mode by Thess "

EnEry Oy & The agenTs mecruited by

“Yes Raju, Theretore I om visiting
you, ¥ou may jainmy taam os mry agert,”

R i samedictely filled up the form and

1 mmistti- leved marketing composry

ngru.d to become @ direct ur_'clmg agent of

—

G
.

e

—

However, sohes were dismal and nongss Tent
He could ret ocoomplish the targets set
by The commpary of recruiting 3 more sgents
and he last Bs 2000 as the products
balght by him from the companmy akss ceuld
riat b sold, He did mot get amy mobibe either

Ban'n

3 Do net pay morey to unknown comparies ard enral in unknown sehemes,




e 24, WORK FROM HOME SCAM

Uffkce of 11 Omboizman, Mumbsal -1

Eitipsicmas, rid g, in

A froviditer advertises jobs over the interne? dnd
social medin with oftrachive pay fer woriing from
Fame. (Barn Rs 1000 per dey warking from liome),

Raju i wery escited af ter coming
pcross the odvertisemant ond
clichs an the ink fo regster for
watk from heene, Fl!ea-u FECEIvES

a call from a stranges

“Sir, thark you for registering with sur agency
W hove gore tRraugh your £V, and pou are selecred
for the werk Trom hame job, Yoo need fo provide your

Aadhaar gnd PAM pard detads You will alsa have fo
filf up same forms ond Sign some detuments
ag per our compenry pelicy,®

“Thark vow. T wall #ill all the

forms and s2erd you my address
proof and FAM card defails,”

Qo'F

«"  Hewore of short URLs, information requasted on Google forms frem urknown sources.
»"'  Look for panr spellieg, grammar inemeils, SM5 ond partals
o Hecouteaus of the lirks/forms azkong for persone infarmaten,
w  Alwayd check the header of emails for verifying the geruineness of the offer or entity,
" Report the incident 7o the neorest Cyber Crime Police Station amd Mational

Cybar Crime Seporting Portal ot https/ Fovberorme govin,
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botd s e b o g b

“¥ou con stort warking from tomorrow. You resd Ta
wphoad your work on the wawsw warkfromhome com portal
Here is pour Lizer ID and password. You olso hdve
fo provide a secursty deposit of Ry [0000.°

Ba ju maes the poyment of Rs 10000
asa security depagt fo the fraudster
The j& progresses smoothly for o wees

B ju lkept receiving regilar peyments,
He gat 7000 R ag remuneration

Inthee meot weah the agency stariad idestifying
mistakes, they consabdated the errers and produced a
bl of R [ loki of compensaton to the agency o4
per Thae Terms drd condstions af the
cantract sqgead by Ba jo iritioll

Huju gtarted recensng multiple harotement ond
recowery colls from dif ferert members ina single day.

He got calls from Towyers', police”
theeatening legal acthan

ard ther, terrified with all this,

Baju paid Bs L lakh te the fraudster,

Ben'ts:
X Mewtr aerd sencifve pergsnnl, or proprietory infermetion (Aadhasr ar Pas cord))
wia email ta urimoam peaple,
- Mever sigh any onlire agresment before corsulfing o lowyer.
X Mever pay 1o gef o job, genuire firms never ask for depogits
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s 25. ONLINE SHOPPING FRAUD

One dey, Raju received a message friom on unkrown rumber  advertising
mobile phones af a very cheop price.Out of curvosity, Raju clicks on the link
ond was surprised To sge smartphanes of o D0% discount.

Foju confocted the number mentioned on the website,

", I wisited your website ABE,
ond T o lesking for o new
smartphane ™

T

“Sir, rhand yau for showing INTErEST in sur
website. Dur CAMpry 5:13 Thi Fhl;ng:
directhy firom the manutocturer,

2o wol will get The best price

an our websme.”

e

“Oh] Then I would like o
purchagea V&0 mobile phone*

Sir, wauld Ivke you 1o leck at
thig year'2 hesk-geller phane,

e, 530 FE. Sir, this is the

best srertphone in the market.
If you ploce the crder within ane
hour by moking Full poyment, then
you wall receive amether 0%
mount os coshback after defivery
of The mobdke phone”

e ST
. -

»  Always shop from secured websites, Tt is recommended to make sure the
webgites show o Finy lock icon or "hitps’, in the checkout browser,

indicating tronsactions are secure.
+' Report the incident to the nearest Cyber Crime Police Stotion & Mational
Cyber Crime Reporting Portal ot htrps:.-"r’q.rb:r*:r-rrrt.am-.m




" Sir, the currest marke! price of the phone having

the same featires Is sore than ane lakk,

but we ere selling the some for just Bs 500000/
You will receive o coshback of Rs 25 00007

— — —_—

ghw T weill Hhisnks cibeirt Hhe “Sir, that of fer |5 valid foe the next 50 minutes,
s dnd will Bet yna ko™ ared only & few phanes are l2ft in stock
You st place an arder immediotedy cnd

make payment fo ovasl the of fer”

[Raju reasened he con't of ford o phore costing ke 50000
but he again Theught Thot he will recense BO% cashkback af ter delivesy

of the mahile phuu ] Thls i an -zm:ﬂlw dml far kim.}

. ) Raj dee the paymest
“That's o great desigion, . B Py

COkery, Ll immednately Sir T un?mn.dl YU ond waited far the delivesy

make the payment.” lindk few paryren af the product, But he

Plense maks your peryment | mewer received aryg mabila |
u'l' 'rhr: -z-urllr_';r

Don'ts:
¥ Mever do onling nhn'?ﬂng from urikrawn websites,

online sellers 1 W ft cards. money
mfg‘?mwmrﬁmwmﬁsut::! hﬂfr%“f‘r.]l;pf to trace ﬂﬂl‘rhﬁlgl
xw Jnﬁfﬂ:!nudﬂmﬂmﬂlnhﬂmﬂgnﬁhgdmdumm
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26. FRAUD USING PUBLIC WI-FI

It wot o .';'l-un-dl:r:,l. R jis and his fnmi}?r were in the ﬂwppih.g izl Raju I;qughi some
clothes ahd groceries and went to the recephion to make the payment.

““our tofal bill iz R 12000, Sir
How weuld you like o pay, cord
ot cagh?”

",

"ﬂﬁk\ RECEFTION

"I will pay cnline.”

Faju inifiated the paymeni
but there wos a network issue.

“5ir, you con connect fo the free

Wi-Fi if yvour network i
nat warking.”

T am facing connectivity
igeie dieting The frareastion
Can vou help me with this?”
]

 One should always use a secured Wi-Fi network,
« Report the incident to the nearest Cyber Crime Police Station and
Mational Cyber Crime Reperting Portal at hittpsi//cybercrime.govin,




and

uconmected fo the free Wi-Fi

completed the transaction.”

“Thank you for shappi
Mere s

atccunt,' Raju was confused

Raju was happy. His day was spent well
After some time, he started receiving
SMS alerts from his bank Rs 14000/- and

Rz 10000/ -were debited from your

The last transaction he made was Rs 12000/-at the mall, and these trorsactions
were different, He told his son about the messoges.

R s il o]
iy

—rrr ————————— — — .y
"What was the lagt transaction,
Dad, and where did you da that?”

e L
=
s~

“Wau uted free Wi-Fi for the financial
transaction? That is not sofe, Dad, Hack-
ers use this Wi-Fi to get access to users

dota and use it for illzgel purposes.”

|

the paymert"”

T made the lost transection at the
r.lﬂ-:ppiﬂg mall: T p|;|i|:| the Bill online,
My network was fot working so L
canrected o free Wi-Fi and mode

frarm vaur bonk scocunt
That's why you ore

"Really? T wae not :-":hET E’wﬁd H’Fﬂm ‘I:":._ Godl 'r: E‘:dﬁ | #
ware of that, san ||l firancial transaction, iy Bl L%
|| some hacker got access fo What can we .
) your persanal dote ond used do now?”
it for unauthorized o
. We must immedeatel
T OCTIOnE visit your bonk e

ashk them do block
wour steount

getting these :r.esgnqﬁ.' L) 5
i (Raju became a victim of
| ¥ hackers by wing public

Wi-Fi for financial Transactions. )

k3 mm use public Wi

-Fi, especinlty while doing financial fronsoctions. It is easy to
hock info  laptap ar mobile device that (s on o pablic Wi-Ff connection with no
prnm:Hun. I-luclwrs can read }ruurm& :hwl pmwrﬁsn{ﬂ other mﬂﬂﬂlufs'
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27. FAKE ADVERTISEMENTS/OFFERS

lz DIWALT BUMPER OFFER -
THREE BEAMBED
WATCHES WORTH RS
2500/- FREE FOR EVERY
SIMNGLE WATCH
BOWSHTH HURRY LPF
LIMITED PERIOD OFFERI
Please call
Ph: Q0xxxsxsx09
for more details!

“Wowll This seems great!

I can buy one watch

and get 3 free! Anyways,

I wanted to give gifts to

my cousins this Diwali heliday
when I ga homel T'd

better call before the offer ends.*

"Hi. T came across your
Branded wateh offer
Where iz your location?
T con come down to your
etore for the purchase”

"Sirl You are lucky.
We are about to close the offer.
You need not come here,
Sir. We will deliver you
the product at your oddress.”

Dio's

to the shop ar an delivery.

+ In the case of bronded products, verify the adverhisements ok official websites,
- For non-branded product advertisements, moke a payment only ofter a personal visit

- Report the incident to the nearest Cyber Crime Police Station and Nationel Cyber
Crime Reporting Portal ot hitps://cybercrime.govin

Pl m st < L1




me pictures of the watches.”

‘ *That's great! Please send

*Okay. I have shared
my address,

Tl send the money
right away."

"aure, Sir. I have shared
them already.

I have alsa shared account
details

for transferring the omount,
You must pay Rs 3000
to confirm the order.

Once ment is successful,
we will deliver the watches

within 3 days. Hurry up, Sir.
The offer ends in
another 30 minutes.
Happy Diwalifl”

":‘Jh nol Why haven't they deFlw:r'Ed
yetl!? Their phenes are switched
off..How do I trace them nowll? I

think I have lest the money!”

Raju indeed lost his money.

Don'ts:
X Don't be misled by tall claims made in advertisements, Check and
verify before committing your hard-earned money.

¥ Do not pay any amaunt unless yau receive the product.
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N 28. FAKE LOAN OFFER

Raoju is a humble former Trying to moke both ends meet.
One day, he received o call from a stranger

"Hello, Mr Raju, We are calling
from syzzy Pvt Ltd.

We have Infroduced a scheme “Oh! Okay. That would
for farmers in your region, be helpful.
You have been found eligible What is the of fer?”

for availing a foan from our
company af a subsidized rate.”

"We of fer special loans up
ta Rs 5 lakhks at an interest of

Just 3% For availing this loan,
vou need fo share your bonk account

and Adcdhoar details for vepification,”

“Ckay. L will think about the
same and will let you know.®

bo's:

w Always check the details of the lender (like their physical address/of ficial
website, etc.) before availing their leans.

o Report the incident to the nearest Cyber Crime Police Station and Mational]

Cyber Crime Reperting Portal at httpst//oybercrime. gov.in.
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"&ir, this of fer is valid “0hl Ts that 307
e g Then Tl send the
p:‘” Mzr'n;l}::n a Emv:e_fiﬁing fee now,

e ; | I will also send the rest
of Re S0CK) immechately of the details to your
to avail of this offer e e
I have shared the account -

details for Transferring
the fee"

Raju mokes the poyment. However, even

of ter weeks, he does not receive any
response from the company, and the
number fram which he recelved the coll

ni fenger exists,

"Okay, Sirll We will update
yau on the loan application
withina wezk! Thanrk you,"

xﬁmrmab& fmﬂ‘Wf ctioning hm.ﬁﬂnlﬂmd
wmﬂﬁiﬁmnmmkﬁmﬁtgﬂ

E%h*ﬂmﬂdfmmiwﬁhmm ind balance amount
Ta vour account.
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—— 29, CREDIT CARD ACTIVATION FRALTD

ealling you ta activate your rew credit card
thraugh call. You nesd ta confirs the details of
your card, Following which you will recesve on
acfrvation code. Lipon enfering the code, your
cord will be octivated.”

“Hekla, Mr Baju, I am calling - o ke T
from XYE Bank. Corgratulations on / = per % polscy, L am

your new credit card, Sirl®

| “¥es, thanks; I recesved it
N s | i

{Rajs recently gof delivered o XY bonk
credit card):

R ju (believed the froudster
a# he alreacy hod Fis *¥our nome is Rou Deshparde
oredit cord de o) Your addredd of Lower Perel, Mambai?™

*Chery, Plense
eeThwate my oand.”

Dos:
»" Coll the bark fa block the cord/bank accourt/UPT services fo prevent further monetary loss,
o Send an emdil Fetter [/ visit your home Branch To repert The incidernce.
»" Report the incidant To the neorest Syber Crime Palice Sfoton and Matioral Cyber Crime

Eeparting Porfal off hitps:fcyberorime govin




1 KIS Chmbcdsmmacn, BumbBsai -1

wiorbd g i)

"Wour cord rumber “Thanks for the confirmotsan,
starts with 45, Kindiy Kindly canfirm the expery date and card
eardirm 1he mumber verificatian voluse (EWWV)

aritten behind the cord,*

'Sure. Iris 4500 1000 1600 1066 *
_F

“fes, the expry
date i5 0125 and 111
i5 thee WV rumber.”

“Thanks o The contf rmaTean, Your
card is activated now, and yoa will
receive ar SIS regardirg This within

the next hour, Hove o nice doyl”
I

“Thanks for the coefirmation, Sir, Roju received an SM5 from his bank, about
'-'w;mrlr hove muﬁdrlm ﬂﬁf: far the debit of Bs 1.2 lakhs on his credt cord
il achieatios K = 1 5
ey clgistact o P Bt ooy Hare. l'-'c-u.JL wad defravded under the
L pretext of credit card activation,

Da

i w’fmwmmwmmm
Dot frust usknown cafers for your credif card activatisn, Credit cards can
be actvated from your mobilke application ;

X Dan't share your cord details/O TP with amyane, banks never agk for OTR




Another day, Raju received o call from the bank.

Hello, Mr Raju.

I am calling frem XYZ Bank,
Congratulatiens, Sir
Your credit card is

*Oh, thanks.
What will be The new limit?"

ehguhla fnr' a hmﬂ upgrm:!e o

“The new limit will be
increased to Bs § lakh
frem your current limit
of Rs 1lakh." .«

“Oh, that's great!”

D 5=

w Immediotely call the benk to biock the corddaceount/UPT service fo prevent further
tranzactions.

«" Send an émail Jletter / wisit your home broneh ta repert the incidence,

" Report the incident fo the nesrest Cyber Crime Police Station and MNatianal Syber
Crime Reporting Partal af hitps:/foyberorime govin,




“sir, you'll need to confirm
the frez limit upgrade code
which will be delivered o you.

Shall T procesed?”

"Yes, please.”

““our card nember is
4500 1000 1000 1000,
You must have received
an activation code in
SM3S. Please chare,

"Thanks for the
canfirmation
Your card limit is
upgraded now,

and yau will
receve an

“Yes, it's 123456

SME regarding
this within the
next 2 hours,
Hove a nice day!”

Sometime loter, Raju reczived an SMS from his bank about
debit of Bs 70000 on his credit card.
He was cheated

the froudster.

beon'ts:

X Don't frust unknown callers for credit card activation / limit

enhancements.

¥ Don't share your cord details/OTF with anyone.
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it/ 31.SAFE GUARDING YOUR AADHAAR CARD

O doy, Rojd went to kis bonk branch To get his Roju submits the required decuments
Aadhoar card lirked with e bark acoount — — —
*Please submit the Andhasr linkirg form
amd photocopy of your Asdhoor cord
Also, show me your criginal Asthoor card.”

"I wan® fo ek my Aodkase
card with my bank occount,®

“Tell me the OTP you received on
your regidtersd mobile rumber.”

“Bu T g ot mefeive ary GTF,
iFen e plecse check fhe mohile
numbier linked to my bank accouni?”

“The QTP wad sént 1o vour
r:_t_'nrr:red mobile mumber = [

“Let me check. The mobile rombsesr
linked 1o vour acoount iy 98254 2L°

Dw's-
o Werify The mobile mmber linked with your bosk sceount,
'  Phech pour bank statements and passhook regalerly to identify any sepleious sotivity,
" HReport the inodent to the rearest Eyoer Crime Police Stotion ond Maoticsal Cyber
Crime Regorting Portal o hittps S cybercrime.gov in
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“But this iz ot
my mobile rmmber”

“Lost time when I visited the bank o submif
my K¥YC form, o gentlenan in fhe bank Relped
ma Fill the form ond submitted it for me.”

“Thae: form you nebmitted moy
hase ks nobile mumber, and your bark sccount
i% linked with thot rumber. He can easdy
MIEUSE YouUr Bank accasnt. Weu shinld have
cheched thet form before submitting *

“I i o i eibout this
I made such a big mistake
What com I do now?*

- o
*Fiease submat a form for
charging yeir Fagsitersd mobila

rumber®
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Fiktps

Raju is very active on the internet ond clways prefers
online shopping as E-commerce websites provide
attractive offers on their progucts.

ABC cam huge. Thork pou so much,, |
Sir, we ore ghad To inferm

ol That wie are praviding

wou with a 0% ceshbook an your
recent purchase from ABC cam,”

- I g
"Helle Sirl I am calling fram Rz coshnek: 8 “

*You are our valuable Okay, so tell

customer, Sir." Me. When
will the

coshback be
credited to

my account?”

"It won't take much fime, Sie
¥ou need to open the app,

and there will be a pop-up message
arding the cashback.”

Dos-

« Inform your home branch and bleck your account to prevent further
financial loss.

« Report the incident To The nearest Cyber Crime Folice Station and National

Cyber Crime Reporting Portal at hitps://cybercrime.gov.in.
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"T've opened my app now. "li:lll'llr'::r is cnr:‘;cr. Sir.

' ' & must take your
LHIEShoWIng o paytiiag approval to credit cashback
request of Rs 20.000/- In your account,
to abc.com”

50 please click on Pay.”

"Okay, now it is asking
for my UPT PIN."

"Flease enter yaur PIN
as it is just for
verification purposes.”

“Thank you, Sir. You will
shorfly receive credit

imyour ocoeunt,”

{Thea momant Qajuentered hig UPT FIM, an amaunt
af &g 20 000/~ was debited from his account. Baju

tried -|'.|t|||r'ig' the Froudster bk was vnoble ta mma.r:l.]
E

Der'ts-
* Don't believe thie calier blindly, ane should verify the company's of ficial website to
‘check the authenticity of the of fer,

3 Dan't enter or share UPT PIN for receiving payments as i is required only far
‘sending payments.
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N 33. DISCOUNT FRAUD

Raju wanted 10 bosk g hal for his dosghters
birthdoy porty, 50 he seorched on the infernet
for thi evailokbe aption ord enfered detaile
for enqiry Af1er o few monents, Rajugota call.

Vi, rerta) ophiges ore
meslable far the beguet kil *

Flo- arererrr— e ==
"Hedlo, T am speaking from X¥E Hoted
wou inguired ohout Book ngs
o gur website, how can I kel vouy™

aln

£-

1 wanted o aEh skt The Banguer Wi ane Thia Char ges?
I wacit $ Bl 7

ket aF o botal, T of aucslos e o rand 3 " v
oy dgugh e’ hir thdery

W charge onon Rourky boss e Wer Se it 19 avdilabke, A @ pre-booasg
It is Bg 2500 per hour ® procesy, v will haove fo send me
. Rz 1000/ 1o generate & Taker sumber.”

3k | will coma fo your

0% i1 ol letie: an miah s daTe "
) " L i . of face fior the paymert

Trem B pes Fo Bl gm

bwos-

w Always verify the cutherticity of a personfinstitution offering any deal or offer.

' OTF 55 will have other details fike omaourt / merchent nome / beneficiary name
of intended fransaction Always read the OTF SMS alerts thoroughly before uss.

" Report the incident teo the nearest Cyber Crime Police Station and Motione! Cyber
Crime Reporting Portal at hitps://eybercrime gevan,
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wiorbd o

There 13 o 20% digoount if you poy
el i a2 1I|.‘|.'u:.t| wiigF ergditrael T card”

Tell me your M-digi1 cord namber
CVV and expry date om thie cord. "

“ThrE fEH-mgit marner o JHigeTTTemere A%
CVY e 206 ord &y date @ 117

“¥ou will get an
OTF: pleese share it.*

A

111{: AT
-..."ﬁ-

“The OTF 42068

“Yaur bocking 15 casdirmed,
Sir, You will sharthy recenve an SM5.°

After some time, Roju recenved 5SS alerts
ar his phens, Beg 50 000 wes debited from
wour accoust Baju immediotely called the

persan, but he did ret answer. Bg ju realied
the persoch was a froodster, and he thousd
nat hase shared any card details with im

Don'ts- :
- Don't share your Credit/Debit cord details and OTP with
anyore.
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N 34. CHARITY FRAUDS

Raju is o Gavernment scheool tescher
He came ocress.a news report that Actor Mo
was gif ting smortphones o governmert school students,

! | Raju searched on the
;i ¥ *‘1'.1 infernet about the
detor’s charty
faundatian
Actor Monu gifts 100 and cafled i Fh
smarfphones to Government mmmf 4
school students .
. MONU
charity |
Foundarion |

- "--;:'
g,

a0 — — "Hi Sir, This is his
n office’s nurnber.
Hella, Sir. Is this actor I om his persong
Secrethary.
How moy T hafp you?

Monu's charity foundationy??"

Do's-

v Alwavs eross-check charrty ergenizations’ eredentials on the Goverment wensive
Jdatabase fo see if they ore genuing or fake

v Always be vigilant becouse the foke website moy leck cimoest identical to.0 genuine
charity site, changing only the details of where to send denations,

«  Scammers aften use high-pregsure tactics, such o stredsing the urgency and using
highty emotive language. Always be coutious of anyone claiming that donations need
to be immediate.

v Report the incident fo the nearest Cyber Crime Police Staticn ond Mational Cyber
Crime Reperting Partal at httpsi//ovberorime gov.in




"5ir, T am Raju, calling from =xxx
government $chool, I saw the news
of your charity to the =tudents Sir,
we hove 100 poar stedents (noour
schowl whe cannot af ford loptops ¢
smartphones. Con you please help us,
ST

“Oh yes! Thank you S0 much

for reaching out to uz on
behalf of poor children

I azsure vou of help”

"Okay, Pleose share your address.
We will send yiou 130 smartphones,
Howewver, yau will kave ta pay a
takan regisrration charge of

k= f:ﬂ.{.'ll'_'lﬂ.-"- *ﬂdl‘.’l:r’ itewld 'F.ur e
to send The phones.

The phones will be delivered ina
week ond we will refund the
registration fee after delivery.”

"Chay, Sir. Tl send
you the registration
fee right oway. Flease
share your account
details.”

Raju tronsferred the funds, but he later came to know that no
such mobile phones were dorated To government school students.
Roju realised that he hed been duped by fraudsters under the

preftext of charity.

Don'ts-

¥ Don't call an a random number bosed on o google search

without verificarion.

* Don't send meney up front without verifying the
authenticity/genuineness of the claim.
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— 35, OVERDRAFT AGAINST FD)

Raju i o serier cibigen, ks Bad fecerd by
retired from g job ord received g lorpe mem
of superarnantion morey , which hewasted e

eyl Dee doy Baju reteieed & ol tron

ApmEnie. preTafding 1o ke Toe #mjikyes/ogent
of arapsted bonk, advertng 8 rew schene
with 0 high wierest rota

M Vs 3w, this is o speciol schene
Far @ Gt ed pered enly

Telkl Are jod sore T ool gev e 7
nleradd rate? deciuse mo bonk i
gmwing more than 7.1% wherest

- 1T

o u: Ok, Lomill wiakt tha
Bark ard snen @ F ook depasit ©
gy ——

“Sir, o bark will senda
represg el ol e 10 Yok fome Sifce
Sl are q =enioe ciliree ©

Romjin "o, Tan T huand e
e maney o oan urEroin periee "

Do's:

o Check all documents before signing.

« Prefer visiting the bank bronch or performing tronsactions over internet bonking
with the assistance of known person,

»' Report the incident to the neaorest Cyber Crime Police Station or Matanel Cyber
€rime Reparting Portal hitps.//cybercrime gowin in cose of cybercrimes,




"Sir, 1kere = o reed to hord over ary moey
¥ JUST TERE T Ve O CrosEe] Qi [ mil
ensure That pour morey 1 sof withdrawn By cash
nd depesired orly In The Fiwed ceposi accod ”

The fravdster vitits Ra’s home he
cullect the chegque ard takes signatures
an dif ferert forma, which Roig
diars nat check before gigning

After o day, the frovdsfer visitg the brarch
o€ & PepresenTotive of Do ju nrel deposits The
chague for creating a heed deposit. Mowsver,
he gove fake ficed depoxt receipts ta Baju
ainel bEpt the argerl oeas weth Kinself

The frauds er poses os o represeriative of
Saju ard uses the sserdraft form sigaid by
Baju, which hag froudster's agcount
nurdber for credit of the overdrofs

Afrer oday, Ao got on SMS regarding
on averdraft issued apenst the FD and upon
waiting the branch, he was shocked fo bnow
thaf the FD recript he hod received wod fole,

orits

¥ Do not hond over importent documents/cheques to unknown persen,
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Y 36, FRAUDS USING MALICIOUS APPLICATION

One day, Raju received a message seeking his willingness
to do freelance work. As Raju was unemployed,
he immediately dialled the number mentioned in tha SMS.

"Hi, I received an SMS (This is very easy, even my
regarding freelance work kid can do it.)
What iz the work profile?” "Okay, I am interested.”

-

After downboading the application, Raju started werking
The work seemed genuine; however, he did not know that the
fraugster was ohserving afl his activibles an his loptop

Cheer time, the fraudster was able to get all The
seture credenfials from Rojus ice
through his appllcation, Linsware of the mabafide intentian,
Raju cantirees to use the opplication. The froudster wos alsa
able fo get the QTP sent an Raju's erall since
the fraudstes get access o his email.

Da's:

« Verify the authenticity of the of fer on the efficial website of the concerned
entity affering jabe.

v Repart the incident to the nearest Cyber Crime Folice Stotion and Mationa! Syber
Crime Reporting Pertal ot hitps://eybercrime.covin”
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After a few days, Raju received SM5 alerts stating

Rs 50,000 was debited from his account Raju had

no clue how his account was compromised or money
was debited

After investigation, it was found that his device

contained o malicious applicetion, observing all his
activities and the posswords were being skimmed.

X Do not download any application through links sent via SMS, email or

instant messaging applications, especially from strangers, without
verifying its authenticity.
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N 37 ILLEGAL LOAN FINANCING APPS WITH EXORBITANT
INTEREST RATES AND HARASSMENT TACTICS

ﬂu.:;:‘-d Bomu were b frmnmsds Deg day,
Raiju meat ard fodd i dboet hil feancial preblems.

B “F rand maonsy
urgesth: what
shyarld 1 do?®

Famy: "Me fead 1o Bage "0, that's giiat| QJuk moarey

v Thiu? @y §acumerTal PaoT gven The

of Fer bmwnediohe kagrs writeegt
ary CoLument or sEcurity

crecht moore | E targ checken], | wll
mmediately take a lean of By S000.

e ==

ABC
ﬁ.pp

Cinwrlaading

Baju dewnloods o mobile app witheout verifying whether the entity providing loan s
registered cna. He gets Qs G000/ in his Bank acgaunt within no time.

D's-

»*  Be couticus whike downloading ary app ard providing the opp permigsioe fo access data fram
vl mihibe phone.

' A|m:rr.i check the registrofon stotug of the l;nnpun'rMFE whoge uppllr_n'l'lnn 14 bllng used
to provide bar end terms ond conditions before availing lean from that MEBFE at
hrtps/ feww bl orgm/ Scripts/ BS_MBFCL et aspe

v FII.FDI'!‘ tha incident te the rearedt Oyber Crime Palice S%atien ard Matioml Oybar Orime
Reparting Partal et h‘r?ps:.-".u":rhl:r:rimr_gw.ln w
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Withie T dovs, Raju sforted receivisg
calls for repoymens of R 7500 - "I weas umdier the snpresses that
Feoji ot il had Ret orrarged monsy 10 repay The o b will repens e oo ansoet aieng wath
lagn and pets shocked iy the demord formmsl meerest charatr bl Fhis apn il
of B TE00V as repoymeent for the R 5000/ - ooy, chorgen ausrhitdrt ireres® and nom
ol approached onofher friend, Loamae pther chorges, What shall T ds row?

Oh! D voui vertty whether
rEE enfiky 18 FeqEtered with RBI
= e ary atharualid 1 agratration?
Else, they would net be coverad undér
ary rules, ond yvou ore boued 1a By
05 par The ogreemert onby, Alwoys
check whiether the fingce
compony (MBFT] i3
registered f licensed by REL

Don'ts:

*  Be cautious and dor't take loar if any mabile app i= providing a quick lsan
without checking ary document ond credit score, end always chack the
interest rate chorged.
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One day, Raju went To a restourant aleng with
his friend for lunch. He called the waiter.

“Welcome, 5ir

Please have a seat.”

"Sure, sir
Thiz is aur menu card,”

e
\ .
.‘-.'_;"-'.._-5_M
* 'm-

“How can T
help yau, sir?”

"Could T see your
meny card?”

i

Raju ordered food and enjoyed
Thee maeal with hug fri-mil.

| “Please get the bill."

x\\ﬂ

~'i

L

Lio's:

Alwoys hide your pin fumber while tronsacting threugh
debit/eredit cord.

Change the PIM at pericdic intervals
Always sk merchants/dealers to swipe the cord in your presence.
Report the incident to the nearest Cyber Crime Police

Station ond Motional Cyber Crime Reparting Portal ot
hitps:/{cybercrime gov.in.®
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| “Sure, sir. We have a POS

"Sir, the bill

armeunt ts e 2000

Machine, please give
me yaur card,”

[Waiter took the card, walked sway from Raju and

swiped the card ina skimmer when Raju was not
paying attenticn.)

"5ir, please provide
the PIN far the cord”

who clemed the card with afl the card defolls and used thoss

details to siphon of f meney from Raju's account

Dot

X Do not share yeur credit card/Debif cord PIN with anyone.
X Do not let credit and debit cords out of your sight.
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oY 39 FRAUD THROUGH DETAILS SHARED WITH
KNOWN PERSON/FAMITY/RELATIVES

Raju isa very friendly and helpful person,

but he is ignorant when it comes to “Thane kan axdting atfer on e

] % e-commerce webdite, It requires o credifcord
protecting his Financicl eredentials o issued by abc bork You ere wsing this cerd

bark details, One day Raju received a call Car you serd me The details of your credit
fram his friend, Keshay, card ower phere? T will poy pou later ”

"Hzlhe Hn ju
#Are you fres to tolk?”

“Okoy T will send the
details of my card”

Raw's friends ahuoys use his cords 1o

] ovail discounts of fered by e-commerce
Raju shared a photo of his websites, ond he often serds his
eredit card with his friend, card details to hig friends over the phone,

Do's:
« Report the incident To the nearest Cyber Crime Police Station and
MNatioral Cyber Crime Reporting Portal at https://cybercrime gov.in”

« Change the PIMN at periodic intervals.




After g month, Rajl recsived an
SME on hig mobile rurmber ard was

b to flgure out whire the cord wes used,

Haju regrefered a comglant avln
the bank. The bark, further informed
kim that the disputed trarsas tins
wers dore at an ordme merchont site,

nu_,.. rechiged That ha kimself had never dene
ary payment of the online site, but ke had
shared his cord deteils with his frierds
Q'GJIJ sremadictely contacted all nis {raerds,
but everyvore informed him fhat
they did not dn The framactian

Keskoy: "R, st a fem days bodk,
I lest ey myetale phone. and my plane
had voor card detaild. T am atraid
that could have led 1o these fransoctions ®

“Oh Keshay, you should hawe
Tald me abouT Thes incidert, [ would
have blocked vhe card, T should not howe
shored my cord detaile oyer the phone =

¥ Do not share your card detoils over social medic or mﬂmlm apps
even if the recipient s your friend / relatives / family,
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40. PAYMENT SPOOFING APPLICATTONS.

o ju isa friendly retodl shop owrer. He wos sithing at his
shop when o customer came and purchased sansething,

“Yes here is the |3
code. Please
scan and pey,”

“Can [ make the
perent wia the A¥E
application by scasming
the 08 code
of yvour shop?®

o
'

Da's:
Always check/confirm trarsactions by checlong your bork grcont wherever
a transaction is dore theough UPL
I theincident fo the rearest Cyber Crime Polsce Station
and Mariaral -E‘:,rl:-l.l--l'.‘rﬂ ntpur'rmg Paital af h*fpl'!)e,lhﬂm.g&u "
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The custamer scanned the code under a foke XYE app,
He gereroted o fake poymert intisation/screenahal
and showed it fo Fluju
Fraudster: "The payment w5 dore,”

At the end of the day Ian]u pross chached has

dhop occeunt for reconcilation and Foued thal !
oné poyment was not yet received ik his = 3
accound, Rew ha realized That he wos
duped by showing o foke screershot
f"‘gj L e,
J

a i

—

)

=)

L

Oin this speafing, Baju canral evwen
comploin to the bonk or givea froud regori.
ad thee actual fund trensfer never bappaned, ond
o ju does pot have ory detoils of fhe customer

X Don't conclude financiol transdction without actual receipt of fund.
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